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FAST LTA

We secure Petabytes.

SB Connectivity Veeam - Repository

This manual shows the instruction for connecting the Silent Brick System with Veeam as a NAS
Repository
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INTRODUCTION

This manual shows the instruction for connecting the Silent Brick System with Veeam as a NAS
Repository.

This guide is tested with Veeam 11 and the Silent Brick System Version 2.39
Veeam Knowledge Base Articles

https://www.veeam.com/kb2802
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Step 1 — General Information

@ Installation and Connectors
Installation and electrical connection
as well as network connection are to
be done as described in the manual
Installation

(i) Network Adjustments The network
settings are to be adjusted as
described in the manual Installation

Step 2 — SNAS - User setup

v L} Settings
ia Network
Connections
o Users
A Notifications Add SMB User

okt Stiooclione s User Name: \veeam N
T s 1 - =

@ SNMP Password:

X Services Retype Password:
v @) system Status

@® Overview

\. Support Area

il Statistics

£ History

[R— |

@ Connect to the Silent Brick Web Interface

Switch to Settings -> SMB

e Create a new veeam user with a proper password or join the system to your active directory

This document was generated on 2022-03-02 03:59:21 AM (MST).

© 2022 techdoc.fast-Ita.de/ Page 3 of 7



SB Connectivity Veeam - Repository

Step 3 — SNAS - Volume Setup

Guide ID: 232 - Approved Release: V2.39 [major] 2021-10-11

General | Shares | Snapshots | Bricks | Statistics

Name: VeeamRepository

pe: SNAS - Triple Parity
Standard

Audit Management
“The period in which the brirte =ra b a cubincted o =0 audit.
Audit Interval: Manual

90 Days

Online

068 ————0%

e Create a new Volume of type 'SNAS' with a parity of 3 or 2

e Compression is not needed for Veeam Backups

o Enable Large-File Optimization

@ For higher redundancy a parity level of 3 is recommended

If backup files are overwritten on a regular basis you may consider to set the Audit interval to
manual. Automatic auditing is useful if data resides on the Volume for a long period of time.

Step 4 — SNAS - SMB Share setup

General | Shares | Snapshots | Bricks || Statistics

Add SMB Share Add NFS Share Add S3 Share

Volume/Path Type Name Options NFS Path

Add SMB Share
Please enter name, path, configuration and permissions for this share.

Share Path: fi

Share Name: VeeamRepository

["] Read Only /] Browseable [] Access Based Enumeration - Hide Files With No Access

Case Sensitive | || Support NTFS-ACLs [ Access Based Enumeration - Hide Read Only Files

[”'] No Opportunistic Locking

[”] Public

3 Add Permission | [ Rem | re Permissions
Name Type Flags
veeam User

Cancel Save
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In your volume navigate to the
Shares section

Choose "Add SMB Share"

Uncheck the checkbox for NTFS-
ACLs to speed up the share

Uncheck the checkbox for Public
and add the previously added
Veeam user
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Step 5 — SNAS - Veeam setup

x || |NewBackup Repository %
@ Network Attached Storage sk [
P ¥ back itory. EE* Type in UNC path dr pported), specify dential jobs should 1
= I Reposit
=]  writedata to this share. | =
= | Typein patl Storage CompaiviltySetings X
=
P e Shased foider [ Align backup file data blocks
5 share . [Wesitentrickip>\<shareNames| || Browse.. N = o
S Addsan NS share. Type [ {Name
devices. Ghe . | 2
e — Share et acoes Sl Tee backing up to raw disk storage.
= L!ci Credentils: [PAvecam (vesam, st edited 17 days ago) <] [ ] Decompress backup data blocks before storing [
share "
10 Adds an SMB (CIFS) share. continously available Repository Manage accoflnts 2 B Populate
"~ (CA) network shares only.
Mount Server
i unt
eview
erall perform:
o g following seting:
poly
[ Use per-VM backup files
e
from multip
deduplicating storage appliences.
N Tenc
Cencel
Click Advanced to customize repository settings
e -

e Add a new repository of type 'Network attached Folder' - 'SMB Share'

@ Add the full path to the Silent Brick share
e Add the credentials previously configured for the share

@ Recommended setting in Advanced: Use per-VM Backup

Step 6 — Veeam - Define your Backup Job

o Refer to the Veeam manual for the
Backup Job creation
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Guide ID: 232 - Approved Release: V2.39 [major] 2021-10-11

Step 7 — Optional: Continuous Snapshot security

— o -
e
e —
-

FAST LTA

@ In order to increase overall security snapshots may be added to the SecureNAS Volume after

backup creation

A recommendation is to define the Snapshot period to the Veeam retention period +1 day

For backup file integrity, make sure to set the interval to a proper value to make sure that at least

one snapshot hits a time where no Backup Job was running.

@ Snapshots may be added in three ways
e Automatically via the Silent Brick User Interface

e Manually via the Silent Brick User Interface

e Via API Call to the Silent Brick System
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Step 8 — Optional: REST-API Snapshot creation

lit Backup Job [BackupToBricks]

Storage

ator: Windows PowerShell

enance Storage  Notifications vSphere _Integration  Scripts
data retrieval, backup repository to store the backup files produced by th

k P 9 pr be
[P iob and customize acvanced job setings f requitd.

[ Run the following script before the job:

lame
Browse.
Choose...

iitual Machines Run the following script after the job:

= Browse.
torage. reated by WIN-HES1DEUS3IN\Administrator at 25.10.201821:23) v |

of 19078 Map backup

juest Processing

et Day:
geae Restore points to keep on disk: b He
mmary
[ Configure secondary destinations for this job
Copy backi duced by this job to /, or to tape. Best practices
recommend maintaining at least 2 backups of production data, with one of them being off-site.
Advanced job settings include backup mode, compression and deduplication, rr
block size, notification settings, automated post-job activity and other settings.
< Previous Finish Cancel Se BiDdRR o

& Powershell Version >= 5 required

& In order to add an API Call the Silent Brick Systems Management Interface must be reachable by
the Veeam Host

o Download the Windows scripts folder from https://github.com/fastlta/sb-public/re...
@ Deploy the scripts to a folder of your choice ( here C:\FAST )
e Verify the connection by execution of the SB-CheckTasks.ps1 script in a Powershell screen

o Modify your repository settings to make use of the Veeam-WLC Script
@ Run Veeam-WLC Script.ps1 manually in order to get a list of available parameters
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