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FAST LTA

We secure Petabytes.

SB Connectivity Veeam - S3 Capacity Tier

This manual shows the instruction for connecting the Silent Brick System with Veeam as a S3
Object Store
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INTRODUCTION

This manual shows the instruction for connecting the Silent Brick System with Veeam as a S3 Object
Store under a Scale-Out backup repository.

This guide is tested with Veeam 11 and the Silent Brick System Version 2.39
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Step 1 — General Information

@ Installation and Connectors
Installation and electrical connection
as well as network connection are to
be done as described in the manual
Installation

(i) Network Adjustments The network
settings are to be adjusted as
described in the manual Installation
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Step 2 — SNAS - Volume Setup

Guide ID: 390 - Release: V2.45 [minor] 2022-09-23

B weicome
+ BB Resources
E Controllers
[ Shelves
1l Bricks
I Libraries
L3 e e =vmmer=teem i
I Archives
hd ¢ Settings
& Network
Connections
o Users
A Notifications
% Miscellaneous
[ SMB
4> SNMP
‘x Services
+ @) System Status
© Overview
\. Support Area
Il Statistics
4D History

S3CapacityTier

SNAS v
Triple Parity v | use compression Case Sensitive I || optimize for Large File|

Cancel

A The settings of this volume differ from settings for a Backup to disk repository which uses Large

File Optimization and probably no Audit.

o Create a new Volume of type 'SNAS' with a parity of 3 or 2
e Compression is not needed for the capacity tier

o Disable Large File Optimization

@ For higher redundancy a parity level of 3 is recommended
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Step 3 — SNAS - S3 Share setup

General | shares | Snan o GRS T eSS ERon T
3 raaswasrare. 3 Acanes s General | Shares || Snapshots | Bricks || Statistics TR F" Name Optons
Volume/Path ~ Options pry/CapacityTier 53 CapacityTier browseable
[ Add sMB Share [ Add NFS Share [ Add S3 Share  [@) Remo
Volume/Path Type Name
VeeamRepository/CapacityTier anacibTier
R [ Manage Bucke
CEIISS—_——————

Edit

Please enter name and configuration for this share.

Remove

Access Key: someAcessKey

o

e In your volume navigate to the Shares section
e Choose "Add S3 Share"
o Enter a Share Name
Enter credentials for accessing the S3 layer
e The Port will be automatically increased for each new S3 instance
o Write down the Access Point URL.
e Right-Click on the S3 Share and choose "Manage Buckets"

o Create a new Bucket for use with Veeam
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Step 4 — Optional: Add custom Certificates

Guide ID: 390 - Release: V2.45 [minor] 2022-09-23

= ¢‘ Settings Custom SSL-Certificate:
I |
|| Connections SSL-Certificate
Custom SSL-Certificate: Yas.
Users
‘ NIiC SS|-Certificate

A Notifications
% Miscellaneous
& SMB
& SNMP
X Services

+ @) System Status
& Overview
R, Support Area
1l Statistics
£9) History

Global NIC Settings
Default Gateway:

DNS Server 1 (IPv4/IPv6):

DNS Server 2 (IPv4/IPv6):

management

TCP/IP(v4)
Configured by DHCP:

IPv4 Address:

Subnet Mask:

TCP/IP(v6)

Router:

Configured by DHCP:
M 1Pva Address:
Subnet Mask
TCPIP(E)

Router:

IPVG Address:

Upload cartificate files
Private Key:

Certificate:

CA Certificate:

Upload cartificate as text
Private Key:

CA Certificate:

reseted to

default.

least a private key and a certificate s file or as text.
system

Please provide at
If you leave all fields empty the SSi-certificate is

Cancel

@ Since S3 communicates via HTTPs, certificates are being used. In order to update the SSL

certificate of the Silent Brick System proceed as follows:

e Navigate to Settings -> Network

o Select "Edit" for "Custom SSL Certificate" and upload your own certificates.

@ Certificates may be generated manually or via services like Lets Encrypt

@ Supported certificate types are SSL certificates including the private key and the signing certificate

authority.

A Certificates with passphrase are not supported.
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Step 5 — SNAS - Veeam setup

Object Storage *

ﬁi“ iidgcmbanble

119868

. Microsoft Azure Blob Storage festure.
dds Microsoft Azure blob storage. Both [ d Azure Data B ted.

(&) BM Cloud Object Storage
N#  Adds IBM Cloud object storage.
supported.

e Add a new repository of type 'Object Storage' - 'S3 Compatible'
e Enter the Service Point URL previously noted

o Enter the credentials as defined for the S3 Share

o Select the previously created bucket

o Add a folder to the bucket
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Step 6 — Veeam - Add to the Scale-Out Backup repository

New Scale-out Backup Repository

. Capacity Tier
= Specify object storage to copy backups to for redundancy and DR purposes. Older backups can be moved to object storage
:EE—D completely to reduce long-term retention costs while preserving the ability to restore directly from offloaded backups.

Name [ Extend scale-out backup repository capacity with cbject storage:
Performance Tier Beckopiobnck N Add...
Placement Policy Define time windows when uplcading to object storage is allowed | Window...

_ [ Copy backups to object storage as soon as they are created
Create additional copy of your backups for added redundancy by having all backups copied to
S the capacity tier as soon as they are created on the perfomance tier.

4] Move backups to object storage as they age out of the operational restore window
Reduce your long-term retention costs by moving older backups to object storage completely
while preserving the ability to restore directly from offioaded backups.

Move backup files older than 14 |2 days (your operational restore window) Override...

[ Encrypt data uploaded to object storage

Manage passwords

< Previous Apply Finish Cancel

e Edit your existing Scale-Out Backup repository and add the new Object Store as capacity tier.
o You Object Store on a Brick is now being used in your Veeam SOBR.
@ Retention for data in the capacity tier depends on the Backup Job Retention

@ Choose "Copy" to create instant redundancy of your data

@ Choose "Move" to free up disk space in the performance tier by moving data to the capacity tier
after time.

@ Both is combinable

If you want to archive data in the capacity tier use "Move" in the SOBR and the GFS setting along
with a proper retention in your backup job configuration.
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Step 7 — Performance tuning - Silent Brick DS

Advanced Settings X

Backup | Maintenance Storage | Notifications vSphere | Integration | Scripts

Data reduction

[¥] Exclude swap file blocks recommended)
[¥] Exclude deleted file blocks (recommended)

PostgreSUL Giobal Development Group T Aew_uwune ALY L1 Compression level:
RegisteredApplications ¥ HighestDetectedVMCVersion REG_S7 671 Optimal (recommended) ~
v Veem  ImpotServers REG_DWORD 0x00000000 (0) o - - = - ]
o R REG_OWORD 000000 B ptimal compression provides for best compression to performance ratic, and
v Veeam Backup and Replication REG_DWORD 0x00000001 (1) lowestExchup proxy (R umge.
o REG_DWORD 000000004 (4) Storage optimization:
ConfBackup REG_DWORD 0000000z (10)
DatabaseConfigurations REG_DWORD (x00002800 (10240) Local target (extra large blocks) =
Ll REG_DWORD 0x000024b3 (9401) P O O o e oy N L S oot oo towest dedupe
NES REG_DWORD 0:00100000 (1048575) ratic and largest incremental backups
. "‘“%‘"‘k o REG_DWORD T 500000001 (1) : .
e REG_DWORD 0x00000000 (0) ncryption
¥asim Backu'p Fila Jystemn VSSimieg ation : REG_DWORD 0+00000000 (0) [] Enable backup file encryption
5 VNXBlockNaviSECCiPath REG_SZ C\Program Files\Veeam
¥ VNXeUemcliPath REG_SZ Ci\Program Files\Veesm\,
Veeam Mount Service
Veeam VS HW Snapshot Provider
VMware, Inc.
Save As Default oK Cancel

@ Per Default VEEAM write quite small objects which can influence the performance especially on
spinning disks. Therefor increasing the Object Size can result in a higher Performance.

Increasing the Object size will result in bigger incremental backups

To make this option visible, create the UIShowLegacyBlockSize (DWORD, 1) registry value under
the 'HKLM\SOFTWARE\Veeam\Veeam Backup and Replication' key on the backup server. Keep

in mind that this option significantly increases incremental backups size and requires an active full
backup to be activated.

e Modify your Backup Job to use Extra Large Object Sizes

e Run an active full backup
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Step 8 — Performance Tuning - Silent Brick FLASH

‘ Advanced Settings *

(i) Per Default VEEAM write quite small

Backup | Maintenance | Storage | Notifications | vSphere | Integration | Scripts

S objects which can influence the
| i renie A performance especially on spinning
e 2 disks. Therefor increasing the Object
Optimal compression provides for best compression to performance ratio, and . . .
R S VB Size can result in a higher

Storage optimization:
| Local target {large blocks)
ired far nrocecsing

Renuired far nroreccina eource machines wit)

v Performance.

disks larger than 100TB. Lowest

dedupe ratio and largest incremental backups.

Enc?it:’nnahlebackupfileencrypt:on InCreaSing the ObjeCt Size Wi" reSU|t
in bigger incremental backups

e Modify your Backup Job to use
Local Target ( Large Blocks)

Save As et o [T | e Run an active full backup
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