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FAST LTA

We secure Petabytes.

SB Connectivity Veeam - S3-Integrated Object
Storage

This manual describes the steps necessary for connecting the Silent Brick System with Veeam as
a S3 Object Store Repository.
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INTRODUCTION

This manual describes the steps necessary for connecting the Silent Brick System with Veeam as a
S3 Object Store Repository.

This guide is tested with Veeam 12 and the Silent Brick System Version 2.53
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Step 1 — General Information

@ Installation and Connectors
Installation and electrical
connection as well as network
connection are to be done as
described in the manual Installation

@ Network Adjustments The
network settings are to be adjusted
as described in the manual
Installation
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Step 2 — SNAS - Volume Setup

Guide ID: 616 - Release: 1.3 [minor] 2024-05-03
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[ Shelves
Il Bricks
I Libraries
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I Archives
hd ¢ Settings
&u Network
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% Miscellaneous
[ SMB
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Volume Name: S3Torge]

Type: suas ~ [ Encrypt Volume

Yon B e e
]

® Create a new Volume of type 'SNAS' with a parity of 3 or 2

® Compression is recommended for the capacity tier

® Enable Large File Optimization

@ For higher redundancy a parity level of 3 is recommended
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Step 3 — SNAS - S3 Share setup

Guide ID: 616 - Release: 1.3 [minor] 2024-05-03

® In your volume navigate to the
[ Add S3 Share .
: ' Shares section
e | | ® Choose "Add S3 Share"
Object Locking Support: m
Lol © Enter a Share Name
Secret Key: @
e ® |fthe S3 Server should be setup
. e with Object Locking Support, make
Port: 9001 2
sure to check the checkbox
S3 Connection Settings .
Service Point; https://dnsname:9001 accordingly.
Access Key:
e TR Enter credentials for accessing the
S3 layer
® The Port will be automatically
increased for each new S3
instance
Step 4 — Create Bucket
e — TP TR A= e

3 rdaswe share [ Add N5 Share [£3 Add 53 Shre. [E] Remove | [ Conext Menu
Volume/Path + Type. Name Options NFS Path

i i

Manage Budkets

Remove

Volume/Path ~ Type Name Options

veeam_repo/ssd S3 ssd

| Create New Bucket with Object Locking

Bucket Name:
VEEAM Integrated: (]

browseable,objectiocking

Object Locking

| Create New Bucket with Object Locking

Bucket Name:

VEEAM Integrated:

Right-Click on the S3 Share and choose "Manage Buckets"

® Create a new Bucket using the proper Button.
Object Locking is only supported if the S3 share was previously set up with Object Locking

Support enabled!

® Make sure to enable "VEEAM Integrated”
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© 2024

techdoc.fast-lta.de/

Page 5 of 8




SB Connectivity Veeam - S3-Int...

Step 5 — Optional: Add custom Certificates

Guide ID: 616 - Release: 1.3 [minor] 2024-05-03

= ¢‘ Settings Custom SSL-Certificate:
I |
|| Connections SSL-Certificate
Custom SSL-Certificate: Yas.
Users
‘ NIC SSL-Certificate

A Notifications

Global NIC Settings

Please provide at least a private key and 2 certificate as file or as text.
If you leave all fields empty the SSL-certificate is reseted to system defatt.

% Miscellaneous Default Gateway:
mSMB :m:mmn
& SNMP DNS Server 1 (IPv4/IPv6): P
X Services DNS Server 2 (IPv4/IPv6): A Carto
w0 Systern Skt e
& Overview management e 1Pva Address:
i e
nl SR Configured by DHCP: Route
@Hlstory 1Pv6 Address:
IPv4 Address: ok Para A Certificate:
SubnetMask: ([
TCP/IP(v6) e |[_coes | D
Router:
® Since S3 communicates via HTTPs, certificates are being used. In order to update the SSL
certificate of the Silent Brick System proceed as follows:
® Navigate to Settings -> Network
® Select "Edit" for "Custom SSL Certificate" and upload your own certificates.
@ Certificates may be generated manually or via services like Lets Encrypt
@ Supported certificate types are SSL certificates including the private key and the signing
certificate authority.
A\ Certificates with passphrase are not supported.
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Step 6 — SNAS - Veeam setup

Object Storage *

T‘ SEJCcmDanble

0.0.123.1\VeeamRepository

s W100.123.1\eesmepositery

E
&

less than 3 day ago)

. Microsoft Azure Blob Storage festure.
dds Microsoft Azure blob storage. Both Blob d Azure Data B

(&) BM Cloud Object Storage
NZ  Adds IBM Cloud object storage.
supported.

0] Use th ollowing gateway server
WIN-2K46HGE6 Backup sever T S

/N Make sure to wait 5 Minutes before connecting VEEAM to your Silent Brick System. VEEAM
Integration needs some advance for preparation.

® Add a new repository of type 'Object Storage' - 'S3 Compatible'
® Enter the Service Point URL previously noted

@ Enter the credentials as defined for the S3 Share

® Select the previously created bucket

® Add a folder to the bucket
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Step 7 — Backup Job and Performance Tuning
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Storage

Storage

s

Name

Virtual Machines

Guest Processing
Schedule

Summary

Edit Backup Job FastMaschinesOnly

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Backup proxy:

ﬁ‘ﬁ

MName

Virtual Machines

‘ Automatic selection

Backup repository:

‘ 24tbflash (Created by WIN-2K46HG1I6B6\Administrator at 26.07.2023 10:23.)

= 115TBfreeof 16178

-

[ Keep certain full backups longer for archival purposes

[] Ceonfigure secondary destinations for this job

Copy backups produced by this job to anather backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, block
size, notification settings, automated post-job activity and other settings.

Finish

Choose...
Guest Processing
-
Map backup Schedule
Summary

Cancel

2 Processing HPSS

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by
this job and customize advanced job settings if required.

Advanced Settings

Backup | Maintenance | Storage | Notifications | vSphere | Integration | Scripts

Data reduction

[v] Exclude swap file blocks (recommended)
[¥] Exclude deleted file blocks (recommended)

Compression level:

‘Dptimal (recommended) ~ |

Provides for the best compression to performance ratio, lowest backup proxy
CPU usage and fastest restore.

Storage optimization:

[ame v

T ———

e
dedupe ratio and increases the size of incremental backups.

Encryption
[] Enable backup file encryption

Choose...

]

Map backup

ke |
5]

mend to ma

Advanced...

Cancel

spinning disks. Therefor increasing the Object Size can result in a higher Performance.

Switch to the advanced settings of your backup job
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Modify your Backup Job to use 4 MB Blocks (Previously "Local Target - Large Blocks")

Blocksize changes will only be applied from the next Active Full Backup on.

Per Default VEEAM writes quite small objects which can influence the performance especially on
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